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Patient expecations



Pop Quiz:   Who said this?

Å άaŜŘƛŎŀƭ ǊŜŎƻǊŘǎ ǿƻǳƭŘ ōŜƭƻƴƎ ǘƻ ǇŀǘƛŜƴǘǎΦ /ƭƛƴƛŎƛŀƴǎΣ ǊŀǘƘŜǊ ǘƘŀƴ ǇŀǘƛŜƴǘǎΣ ǿƻǳƭŘ ƴŜŜŘ ǘƻ ƘŀǾŜ 
ǇŜǊƳƛǎǎƛƻƴ ǘƻ Ǝŀƛƴ ŀŎŎŜǎǎ ǘƻ ǘƘŜƳΦέ

Å άLƴŘƛǾƛŘǳŀƭǎ ƘŀǾŜ ǘƘŜ ǊƛƎƘǘ ǘƻ ŎƻƴǘǊƻƭ ςand must have the ability to control ςwho can access 
their personal health information. All health information technology should be deployed to 
ƛƳǇǊƻǾŜ ƛƴŘƛǾƛŘǳŀƭ ƘŜŀƭǘƘΣ ƴƻǘ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ ǎǘŀǘǳǎ ǉǳƻ ƻŦ ǇǊƻǇǊƛŜǘŀǊȅ ŎƭŀƛƳǎ ǘƻ ŘŀǘŀΦέ

Å άhƴŜ ǘƘƛƴƎ ƛǎ ǘƘŜ ŦŜŘŜǊŀƭ ƎƻǾŜǊƴƳŜƴǘ Ƙŀǎ Ǝƻǘ ǘƻ ƳŀƪŜ ǎǳǊŜ ǘƘŜ ǇǊƛǾŀŎȅ ǊǳƭŜǎ ŀǊŜ ǎǘǊƻƴƎΦ ¸ƻǳϥǊŜ 
going to hear us talk about medical -- electronic medical records. And that's exciting. But it's 
not so exciting if you're a patient who thinks somebody could snoop on your records, to put it 
bluntly. I'm not interested in having my -- well, it's too late for me. (Laughter.) My medical 
records are pretty well known. But for those people -- there's a lot of people in America who 
say, good, I want there to be good information technology in the health care field, I just don't 
ǿŀƴǘ ǎƻƳŜōƻŘȅ ƭƻƻƪƛƴƎ ŀǘ Ƴȅ ǊŜŎƻǊŘǎ ǳƴƭŜǎǎ L ƎƛǾŜ ǘƘŜƳ ǇŜǊƳƛǎǎƛƻƴ ǘƻ Řƻ ǎƻΦέ

Å ά/ƻƴƎǊŜǎǎ ƘŀŘ ŀ ŎƘŀƴŎŜ ǘƻ ƭƻƻƪ ŀǘ ǘƘƛǎ ƛǎǎǳŜ ώƴŀǘƛƻƴŀƭ ǇǊƛǾŀŎȅ ǇƻƭƛŎȅϐ ŀƴŘ ƳŀŘŜ ŀ ǾŜǊȅ 
ŎƻƴǎŎƛƻǳǎ ŘŜŎƛǎƛƻƴ ƴƻǘ ǘƻ ǇǊŜŜƳǇǘ ǘƘŜ ǎǘŀǘŜ ǇǊƛǾŀŎȅ ŀƴŘ ǎŜŎǳǊƛǘȅ ǊŜƎǳƭŀǘƛƻƴǎΦέ  ΧΦΦ ά²Ŝ ƘŀǾŜ ǘƻ 
find ways to engineer the exchange of information across state boundaries so that patients can 
benefit when they move across state boundaries. And I think one of the solutions to that will 
ōŜ ǘƻ ƎƛǾŜ ƛƴŎǊŜŀǎƛƴƎ ŀƳƻǳƴǘǎ ƻŦ ŎƻƴǘǊƻƭ ǘƻ ǇŀǘƛŜƴǘǎ ƻǾŜǊ ǘƘŜƛǊ ƘŜŀƭǘƘ ƛƴŦƻǊƳŀǘƛƻƴΦέ



Answers
Å Don Berwick MD, nominee to lead CMSΥ ά²Ƙŀǘ ΨtŀǘƛŜƴǘ-/ŜƴǘŜǊŜŘΩ {ƘƻǳƭŘ 

Mean: Confessions Of An Extremist, A seasoned clinician and expert fears 
ǘƘŜ ƭƻǎǎ ƻŦ Ƙƛǎ ƘǳƳŀƴƛǘȅ ƛŦ ƘŜ ǎƘƻǳƭŘ ōŜŎƻƳŜ ŀ ǇŀǘƛŜƴǘέ

In Health Affairs 28, no. 4 (2009): w555ςw565

Å Newt Gingrich, Former Speaker of the House, testimony March 15, 2006 
before the House Subcommittee on the Federal Workforce and Agency 
Organization 

Å President Bush April 27, 2004 , VA Medical Center, Baltimore 
http://www.whitehouse.gov/news/releases/2004/04/20040427-5.html

Å David Blumenthal MD, National Coordinator for Health IT

In Health Affairs 29, no. 4 (2010) w 591

http://www.whitehouse.gov/news/releases/2004/04/20040427-5.html
http://www.whitehouse.gov/news/releases/2004/04/20040427-5.html
http://www.whitehouse.gov/news/releases/2004/04/20040427-5.html


Americans expect 
control over 

personal health 
ŘŀǘŀΣ ōǳǘΧΧΦΦ



Where did this slide come from ? The Medical Information Bureau, which sells 

your health data to insurers and employers.



Health Research Data for the Real 
World: the MarketScanData Bases

David M. Adamson, PhD
Stella Chang, MPH
Leigh G. Hanson, MS, MBA

Research and Pharmaceutical Division 
Thomson Medstat
January 2006



Medicare and Medicaid data is for sale



Personal health information is for sale



BusinessweekJuly 23, 2008:      ά¢ƘŜȅ Yƴƻǿ ²Ƙŀǘϥǎ ƛƴ ¸ƻǳǊ aŜŘƛŎƛƴŜ /ŀōƛƴŜǘΣ 
How insurance companies dig up applicants' prescriptionsτand use them to deny 
coverage" http://www.businessweek.com/magazine/content/08_31/b4094000643943.htm?chan=magazine+channel_in+depth

http://www.businessweek.com/magazine/content/08_31/b4094000643943.htm?chan=magazine+channel_in+depth


Americans expect 
control over 

personal health 
ŘŀǘŀΣ ōǳǘΧΧΦΦ



President Bush implemented

the HHS HIPAA ñPrivacy

Ruleò which recognized the 

ñright of consentò.

HHS amended the HIPAA

ñPrivacy Ruleò, eliminating the 

ñright of consentò.

Congress passed HIPAA, but 

did not pass a federal medical 

privacy statute, so the Dept. of 

Health and Human Services 

(HHS) was required to develop 

regulations that specified 

patientsô rights to health 

privacy.

1996

2001

2002

ñé the Secretary of Health and Human Services 

shall submit to [Congress]édetailed 

recommendations on standards with respect to 

the privacy of individually identifiable health 

information.ò

ñé.a covered health care provider must obtain the 

individualôs consent,in accordance with this 

section, prior to using or disclosing protected health 

information to carry out treatment, payment, or 

health care operations.ò

ñThe consent provisionséare replacedwith a 

new provisionéthat provides regulatory permission 

for covered entities to use and disclose protected 

health information for treatment, payment, 

healthcare operations.ò

HIPAA eliminated consent





AHRQ: 2009 
20 focus groups

! ƳŀƧƻǊƛǘȅ ǿŀƴǘ ǘƻ άƻǿƴέ ǘƘŜƛǊ 

health data, and to decide what 

goes into and who has access to 

their medical records 
(AHRQ p. 6)



ÅA majority believe their ƳŜŘƛŎŀƭ Řŀǘŀ ƛǎ άƴƻ 
ƻƴŜ ŜƭǎŜΩǎ ōǳǎƛƴŜǎǎέ ŀƴŘ ǎƘƻǳƭŘ ƴƻǘ ōŜ ǎƘŀǊŜŘ 
without their permission.  This belief was 
expressed not necessarily because they want 
to prevent some specific use of data but as a 
matter of principle. (AHRQ p. 18)

ÅParticipants overwhelmingly want to be able 
to communicate directly with their providers 
with respect to how their PHI is handled, 
including with whom it may be shared and for 
what purposes.  Most believe they should 
automatically be granted the right to correct 
misinformation.(AHRQ p.33)



άǘƘŜǊŜ ǿŀǎ no support for the establishment of 

general rules that apply to all health care consumers.

Participants thought that health care consumers 

should be able to exert control over their own health 

information individually, rather than collectivelyΦέ 

(AHRQ p. 29)

AHRQ Publication No. 09-0081-9C άCƛƴŀƭ wŜǇƻǊǘΥ /ƻƴǎǳƳŜǊ 9ƴƎŀƎŜƳŜƴǘ ƛƴ 

5ŜǾŜƭƻǇƛƴƎ 9ƭŜŎǘǊƻƴƛŎ IŜŀƭǘƘ LƴŦƻǊƳŀǘƛƻƴ {ȅǎǘŜƳǎέ tǊŜǇŀǊŜŘ ōȅΥ ²ŜǎǘŀǘΣ 

(July 2009) 
http://healthit.ahrq.gov/portal/server.pt/gateway/PTARGS_0_1248_888520_0_0_18/09-0081-

EF.pdf

http://healthit.ahrq.gov/portal/server.pt/gateway/PTARGS_0_1248_888520_0_0_18/09-0081-EF.pdf
http://healthit.ahrq.gov/portal/server.pt/gateway/PTARGS_0_1248_888520_0_0_18/09-0081-EF.pdf
http://healthit.ahrq.gov/portal/server.pt/gateway/PTARGS_0_1248_888520_0_0_18/09-0081-EF.pdf
http://healthit.ahrq.gov/portal/server.pt/gateway/PTARGS_0_1248_888520_0_0_18/09-0081-EF.pdf
http://healthit.ahrq.gov/portal/server.pt/gateway/PTARGS_0_1248_888520_0_0_18/09-0081-EF.pdf
http://healthit.ahrq.gov/portal/server.pt/gateway/PTARGS_0_1248_888520_0_0_18/09-0081-EF.pdf


NPR/Kaiser/Harvard 2009 Poll

The Public and the Health Care Delivery 

System

59% are NOT confident that if their medical 

records and PHI were stored electronically 

and shared online, that those records would 

remain confidential 



NPR/Kaiser/Harvard 2009 Poll

76% believe it likely that an unauthorized 

person would get access to their medical 

records if the US adopts a system where 

medical records are kept electronically 

and shared online.

http://www.kff.org/kaiserpolls/upload/7888.pdf

http://www.kff.org/kaiserpolls/upload/7888.pdf
http://www.kff.org/kaiserpolls/upload/7888.pdf
http://www.kff.org/kaiserpolls/upload/7888.pdf


Research without 
consent



Westin/Harris Survey for the 
Institute of Medicine

Results of a National Survey 
Commissioned by the IOM Committee on 
άIŜŀƭǘƘ wŜǎŜŀǊŎƘ ŀƴŘ ǘƘŜ tǊƛǾŀŎȅ ƻŦ 

Health Information: The HIPAA Privacy wǳƭŜέ

Original Report - November 2007; Revised and 
expanded - March 2008 



Lha {ǳǊǾŜȅΥ tŜƻǇƭŜ ²ƻƴΩǘ tŀǊǘƛŎƛǇŀǘŜ 
in Research Without Privacy

ÅOnly 1% agreed that researchers would be free to use 
personal medical and health information without 
consent

ÅOnly 19% agreed that personal medical and 

health information could be used as long as 

ǘƘŜ ǎǘǳŘȅ άƴŜǾŜǊ ǊŜǾŜŀƭŜŘ Ƴȅ ǇŜǊǎƻƴŀƭ ƛŘŜƴǘƛǘȅέ 

and it was supervised by an Institutional Review 

Board.



Research on Consent and NBS 
Programs

From Public Health Genomics



When Asked, Consumers Support Use of Their Data

"How willing are you to have your child's blood sample (from newborn 

screening) used for future research studies, with (or without) your 

ǇŜǊƳƛǎǎƛƻƴΚέ 

Four choices were: 

ÅVery willing

ÅSomewhat willing

ÅSomewhat unwilling

ÅVery unwilling

Over 75% would 
share their data!

Source:  Dr. Aaron Goldenberg (Case Western 
Reserve), Public Health Genomics, July 9, 2009 (as 
reported at Genetic Alliance Conference on 
Newborn Screening, December 2009).



Over 75% would 
share their data!

"How willing are you to have your child's blood sample (from newborn 

screening) used for future research studies, with (or without) your 

ǇŜǊƳƛǎǎƛƻƴΚέ                 WITHOUT CONSENT  Only 28% were OK with research 

use                                                                  and 72% were NOT OK with research

Four choices were: 

ÅVery willing

ÅSomewhat willing

ÅSomewhat unwilling

ÅVery unwilling

When Asked, Consumers Support Use of Their Data

Source:  Dr. Aaron Goldenberg (Case Western 
Reserve), Public Health Genomics, July 9, 2009 
(as reported at Genetic Alliance Conference on 
Newborn Screening, December 2009).


