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their personal health information. All health information technology should be deployed to
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going to hear us talk about medicaklectronic medical records. And that's exciting. But it's

not so exciting if you're a patient who thinks somebody could snoop on your records, to put it
bluntly. I'm not interested in having mywell, it's too late for me. (Laughter.) My medical

records are pretty well known. But for those peopl¢here's a lot of people in America who

say, good, | want there to be good information technology in the health care field, I just don't
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find ways to engineer the exchange of information across state boundaries so that patients car
benefit when they move across state boundaries. And | think one of the solutions to that will
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Answers

Don Berwick MD, nomineetolead CMS &I & WYt SEWASHNBRQ
Mean: Confessions Of An Extrendsseasoned clinician and expert fears
0KS t2aa 2F KAa KdzYryaage AT KS acr
In Health Affair28, no. 4 (2009): w55w565

Newt Gingrich Former Speaker of the Houseestimony March 15, 2006
before the House Subcommittee on the Federal Workforce and Agency
Organization

President BustApril 27, 2004 , VA Medical Center, Baltimore
http://www.whitehouse.gov/news/releases/2004/04/200404 24 .html

David Blumenthal MDNational Coordinator for Health IT
In Health Affair9, no. 4 (2010) w 591


http://www.whitehouse.gov/news/releases/2004/04/20040427-5.html
http://www.whitehouse.gov/news/releases/2004/04/20040427-5.html
http://www.whitehouse.gov/news/releases/2004/04/20040427-5.html

Americans expect
control over
personal health
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millions.

Where did this slide come from ? The Medical Information Bureau, which sells
your health data to insurers and employers.



Health Research Data for the Real
World: theMarketScarData Bases

David M. Adamson, PhD
Stella Chang, MPH
Leigh G. Hanson, MS, MBA

Research and Pharmaceutical Division
ThomsonMedstat
January 2006



Medicare and Medicaid data is for sale

Figeire 1: Popualation Distribution by Instvance Status — 2002
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To address the need for better data on privately insured Americans, Thomson Medstat
created the MardetScan® dara collection. Since its creation, MarketScan has been
expanded to include data on Medicare and Medicaid populations as well, making it one
of the largest collections of claims-based patient data in the nation. MarketScan data
reflect the real world of treatment patterns and costs by tracking millions of patients

as thev travel through the healthcare svstem, offering derailed information abour all
aspects of care. Dara from individual patients are integrated from all providers of care,
maintaining all healthcare utilization and cost record connections at the patient level.



Personal health information is for sale

Table 1: Sample Data Elements for Commercial and Medicare Databases '

Demographlc

Medical Information
{Inpatient and

Health Plan Features Fnancial

Information

Enroliment
Information

Drug Information

Patient 1D

Age
Gender

Employment status anc
dassification (hourly, etc.)

Relationship of patient to
benefidary

Geographic location (state,
ZIP Code)

Industry

Outpatient)

Admission date
and type

Principal diagnosis code
Discharge status

Major diagnostic category
Principal procedure code

Secondary diagnosis codes
fup to 14)

Secondary procedure codes
(up to 14)

CRG

Length of stay
Place of service
Prosider D

Quanitity of services

Coordination of benefits
armount

Total payments
Deductible amount Met payments
Copayrment amaount Payments to physidan
Flan type Payrent to hospital

Payrents—tatal
admission

Generic product I Date of enrollment

Average wholesale
price

Member days

Prescription drug Date of disenrollmerit

payment
Therapeutic dass
Days supplied
Mational drug code

Refill number

Therapeutic group




Businessweekuly 23,2008 & ¢ K S &
How insurance companies dig up applicants' prescriptiorad use them to deny

coverage”

DATA ON DEMAND |
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http://www.businessweek.com/magazine/content/08 31/b4094000643943.htm?chan=magazine+channel in+de

Two companies dominate the field of selling
prescription information to insurance companies:

MEDPOINT INTELLISCRIPT

Parent
Location

History

Fine print

Pitch to
insurers

UnitedHealth Group’s Ingenix
Eden Prairie, Minn.

UnitedHealth acquired MedPoint
in 2002 from a small, Utah-
based health-technology
company, Nex2

Delivers five-year history of drug
purchases, dosages, refills, and
possible medical conditions

“Identify high-risk individuals,
reduce costs, lower loss ratios,
and increase revenue”

Data: MedPoint and IntelliScript

Milliman
Brookfield, Wis.

Milliman, a Seattle consulting
firm, acquired IntelRx and its
IntelliScript product in 2005

Similarly provides five-year
purchase history, which includes
information on pharmacies and
treating physicians

“Clients report financial returns of
5:1, 10:1, even 20:1”


http://www.businessweek.com/magazine/content/08_31/b4094000643943.htm?chan=magazine+channel_in+depth
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1996

2001

2002

HIPAA eliminated consent

Congress passed HIPAA, but

did not pass a federal medical
privacy statute, so the Dept. of
Health and Human Services

(HHS) was required to develop
regulations that specified
patientsd rights
privacy.

President Bush implemented

the HHS HI PAA AP
Rul eo which reco
Aright of consen

HHS amended the HIPAA
APrivacy Rul eo,
Aright of

Afé the Secretary of Heal
shall submit detailed Congr es
recommendations on standards with respect to
the privacy of individually identifiable health

I nformation. o
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ection, prigr to,uging or disclosing protected health
{nfprmation to carry out treatment, payment, or
health care operations. 0

cons e n|to
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Inside the Fence

Legal users of YOUR
medical records




AHRQ 2009
20 focus groups

Yl 22NAGeé 6 yi
health data, and to decide what
goes Into and who has access to

their medical records

(AHRQ p. 6)



A A majority believe thei SRA OF £ R U
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without their permission This belief was
expressed not necessarily because they want
to prevent some specific use of data but as a
matter of principle. (aHRrQ p. 18)

A Participants overwhelmingly want to be able
to communicate directly with their providers
with respect to how their PHI is handled,
iIncluding with whom it may be shared and for
what purposes Most believe they should
automatically be granted the right to correct
misinformation.(aHrQ p.33)



G U K 'S Nd® sugdord for the establishment of
general rules that apply to all health care consumers

Participants thought that health camnsumers
should be able to exert control over their own health
information individually, rather than collectivelp ¢
(AHRQ p. 29)

AHRQ Publication No. @819 C G CA Yl f wSLER2NIY [/ 2y
5SSt 2LIAY3I 9t SOGNRYAO | SIftGK LYyT2N
(July 2009)

http://healthit.ahrq.gov/portal/server.pt/gateway/PTARGS 0 1248 888520 0 O 18-
EF.pdf



http://healthit.ahrq.gov/portal/server.pt/gateway/PTARGS_0_1248_888520_0_0_18/09-0081-EF.pdf
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http://healthit.ahrq.gov/portal/server.pt/gateway/PTARGS_0_1248_888520_0_0_18/09-0081-EF.pdf
http://healthit.ahrq.gov/portal/server.pt/gateway/PTARGS_0_1248_888520_0_0_18/09-0081-EF.pdf

NPR/Kaiser/Harvard 2009 Poll

The Public and the Health Care Delivery
System

59% are NOT confident that if their medical
records and PHI were stored electronically
and shared online, that those records would
remain confidential



NPR/Kaiser/Harvard 2009 Poll

76% believe it likely that an unauthorized
person would get access to their medical
records if the US adopts a system where
medical records are kept electronically
and shared online.

http://www.kff.org/kaiserpolls/upload/7888.pdf



http://www.kff.org/kaiserpolls/upload/7888.pdf
http://www.kff.org/kaiserpolls/upload/7888.pdf
http://www.kff.org/kaiserpolls/upload/7888.pdf

Research without
consent



Westin/Harris Survey for the
Institute of Medicine

Results of a National Survey
Commissioned by théOM Committeeon
a1 SIHf 0K wSaSI NDK | yR (K
Health Information: The HIPAA Privaeydzf S §

Original Report November 2007; Revised and
expanded- March 2008
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In Research Without Privacy

A Only 1% agreed that researchers would be free to us
personal medical and health information without

consent

A Only 19% agreed that personal medical and
health information could be used as long as
UKS audzRé aySOSNI NBOSI f S
and it was supervised by an Institutional Review
Board.



Research on Consent and NBS
Programs

From Public Health Genomics




When Asked, Consumers Support Use of Their Da

"How willing are you to have your child's blood sample (from newborn
screening) used for future research studiesth (or without) your
LISNYAAdaA2yKE

Four choices were: Use of NBS Sample for Research

Avery willing With Parental Permission
- 60%
ASomewhat willing oo -
. . ° —._0 C
ASomewhat unwilling a0 | 2% 3% Over 75% would
- = ' |
AVery unwilling 30% share their data!
20% 14% 10%
10%
Source Dr. Aaron Goldenberg (Case Western 0% , : :
Reserve)Public Health Genomic3uly 9, 2009 (as Very Somewhat Somewhat Very
reported at Genetic Alliance Conference on Willing Willing  Unwilling Unwilling

Newborn Screening, December 2009).

CASE WESTERMN RESERVE UNIVERSITY !



\f
WhenAsked, Consumers Support Use of Their Da

"How willing are you to have your child's blood sample (from newborn
screening) used for future research studies, with Yathout) your

LISNX A & & A 2 YWKTHHOUT CONSENT Only 28% were OK with rese.
use and 72% were NOT OK with researcl

Four choices were:
Avery willing
o Over 75% would
ASomewhat willing share their data!
ASomewhat unwilling
AVery unwilling
Source Dr. Aaron Goldenberg (Case Western
Reserve)Public Health Genomicduly 9, 2009

(as reported at Genetic Alliance Conference on
Newborn Screening, December 2009).




